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About us

We are LoCTA Limited, a company registered in England and Wales with company number
12277411.

Contact address: privacy@locta.co.uk

Our correspondence address:
Sovereign House, Stockport Road, Cheadle, SK8 2EA

Our trading address is:
Sovereign House, Stockport Road, Cheadle, SK8 2EA.

LoCTA Limited are the owners of the LoCTA Hub and LoCTA Go. With a combined history of over 100
years’ experience working with software as a service for Local Authorities, the team continue to
provide safe and secure products to innovate a financially secure and fraud resistant future for Local
Authorities by maximising revenue and debt recovery efficiency.

LoCTA Ltd. is committed to protecting your privacy in all its applications. This notice describes how
we collect, store, use and share personal data. It also explains the rights you may have in relation to
the personal information that we hold about you. It applies to personal data we gather from you
when you access our Site(s) or are a client, as well as personal data we gather about you from other
sources.

e Typically, we act as a processor of your personal data. This means that we only process data
about you to provide our service to our clients, or on the instructions of our clients that use
us to provide their services. For information on how our clients (Local Authorities) use your
personal data, including how we fit into that processing, you should review their privacy
notice or contact them for more information. LoCTA Ltd are deemed the Data Processor of
the LoCTA Hub and LoCTA GO applications as it processes and stores Personal Information
on behalf of the Local Authorities.

o  Where LoCTA Ltd has purchased third party datasets to supplement data in the LoCTA Hub,
it is deemed the Data Controller for that data.

e The ‘Clients’ are referred to throughout this Privacy Notice as Local Authorities (but can
include approved County Councils) that subscribe to the LoCTA Hub and/or LoCTA GO
applications.

e The ‘User’ is deemed to be the Local Authority employee who is using the LoCTA Hub and/or
LoCTA GO applications.

e The ‘Data Subjects’ are the individuals on which personal information is processed and
stored.

What is personal data?
Personal data is defined under the General Data Protection Regulation (GDPR) as any information
relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person
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is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a

name, an identification number, location data, an online identifier or to one or more factors specific

to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural

person.

What kinds of personal data do we hold about you?

Generally

The sites we host may collect certain information about your visit, such as the name of the Internet
service provider and the Internet Protocol (IP) address through which you access the Internet; the

date and time you access the site(s); the pages that you access while at the Site(s) and the Internet
address of the Web site from which you linked directly to our site.

Visitors to www.locta.co.uk

We will ask you when we need information that personally identifies you (personal information) or
allows us to contact you to provide a service or carry out a transaction that you have requested such
as receiving information about LoCTA Ltd’s products and services or conducting a support session.
The personal information we collect may include your name, company or organization name, work
e-mail address and work telephone number. We only use this information for the purpose that we
specify, and it will not to be used for any other purpose.

LoCTA Hub/LoCTA GO Users
To use the LoCTA Hub, your Local Authority public facing IP address will be added to the allow-list so
that users can gain access to the website. To login into the LoCTA Hub website some personal
information will be collected to create an appropriate user account; Local Authority, Full Name,
Username, Email Address.

To login to the LoCTA GO mobile application some personal information will be collected to create
an appropriate user account; Local Authority, Full Name, Username, Email Address.

LoCTA Hub/LoCTA GO Data Subjects
LoCTA Hub and LoCTA GO capture personal information directly only from what is provided to them
by the Local Authorities within data files, and from purchased third party data-sets ‘Voters Roll’,

‘Telephone Directory’, and ‘Halo’ deceased.

The Personal Information processed and stored and retained by the LoCTA Hub application includes:

First Name

Last Name

Maiden Name

Middle Name

Telephone Number

Email Address

Address

Date of Birth

National Insurance No

Religion Indicator

Health indicator

Account Reference

Benefits Claim
Reference

Personal Reference
Number

Council Tax Bill
Reference

Dependent/Non-
Dependent Status

The Personal Information processed and stored and retained by the LoCTA GO application includes:

‘ First Name

‘ Last Name

‘ Middle Name

‘ Address ‘

When a client uses our services, they will typically send us information about you such as:
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e Identifiers (including your name, date of birth, national insurance number, telephone
number, email address, and current and previous addresses). This helps us to match your
information to the other information we hold in our databases.

When we receive that information, we match it against the other information that we hold (or
obtain from third parties) in order to find and return additional information about you. Depending
on the service we are providing, this can include information such as Housing Benefits records,
Council Tax Records, Business Rates Records, and additional contact details or address history. Local
government clients provide us with their records for Housing Benefits, Council Tax, and Business
Rates.

Some of the information we hold about you may include name and address information from the full
electoral register (or the electoral roll). The full register can only be used for limited purposes,
including crime prevention. We use and share this data in accordance with The Representation of
the People (England and Wales) Regulations 2001 (as amended) and equivalent legislation in
Scotland, Northern Ireland and the Isle of Man.

For personal data supplied to us by our clients, Local Authorities and used in the LoCTA Hub and
LoCTA GO applications, we act as a Processor as we process and store Personal Information on
behalf of the Local Authorities and manage it on their instructions.

For data we have purchased from third parties (Voters Roll data, the National Telephone Directory,
and Halo Deceased), we are the Controller, as we are determining how to process your personal
data and use it to supplement data in the LoCTA Hub.

While this privacy notice provides you with information about both of these roles that we play,
please bear in mind that we are only directly responsible for the data we manage as a Controller. For
any personal data that Local Authorities provide to us and which is used in the LoCTA Hub and LoCTA
GO application, please refer to your Local Authority privacy notice.

Special Category Data
We process special category data for the LoCTA Hub application only, and it is limited to:

Address Data

1. Owner Liability —where it’s a care home, or religious community

Council Tax Data

2. Disabled Discount — Yes or No response
3. Live Exemption Indicator —classes N, S or U

Where we process this type of personal data, we always do so in accordance with our obligations
under privacy laws.
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How we use your personal data

Generally

The personal information collected on these sites by visitors to the sites and/or users of the
applications, will be used to improve and administer the sites, analyse trends, and to provide the
service(s) or carry out the transaction(s) Local Authorities have requested or authorised.

In support of these uses, LoCTA Ltd. may use personal information to provide you with more
effective customer service, to manage communications with you when you ask to be contacted or
enquire about our services, to improve the site(s) and any related LoCTA products or services, and to
make the sites easier to use by eliminating the need for users to repeatedly enter the same
information or by customizing the sites to users’ particular preference or interests.

LoCTA Ltd. may disclose personal information if required to do so by law or in the good faith that
such action is necessary to (a) conform to the edicts of the law or comply with legal process served
on the LoCTA website; (b) protect and defend the rights or property of LoCTA and its websites; or (c)
act in urgent circumstances to protect the personal safety of LoCTA Ltd. employees or agents, users
of LoCTA Ltd’s products or services, or members of the public.

LoCTA Hub/LoCTA GO Users

Both the LoCTA Hub and LoCTA GO applications are tracing solutions provided to subscribing Local
Authorities to increase performance and cash flow in a wide variety of areas of tracing and recovery
regarding Public Services e.g. National Benefit Search, Council Tax Search, Voters Roll Search etc.

We process personal data through our software to assist Local Authorities in carrying out their public
duties including: the investigation, prevention and detection of crime and the apprehension and
prosecution of offenders; the assessment and collection of taxes and other statutory payments
including the detection of fraudulent benefit claims; the protection of the public purse.

In this respect, we process User data to offer our services, manage our business relationship with
you, manage any complaints, or any other customer service purposes in line with the service
agreement you have with us. We will also contact existing Local Authority users about new products
or features. We also may provide our newsletter when requests for information are made about our
products and services via our website.

LoCTA Hub/LoCTA GO Data Subjects

When we receive personal data about you from our Local Authority clients, or where we purchase
data sets from third party providers, we use this data in limited circumstances only for providing the
services we offer to Local Authorities.

Examples:

- Ifyou, as an individual, need to prove your identity to one of our clients (Local Authorities),
they may check the details you provide against the information on our databases in order to
help confirm that you are who you say you are.

- If you owe money to one of our clients and have moved without telling them, they may use
our services in order to find your new address and other contact details so that they can
contact you to arrange repayment.
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We may also process your personal data after services have been provided to our clients if, for
example, we need to investigate any issues around the data that has been sent to us, stored by us or
if we need to restore our systems in the event of a data loss incident.

Where do we get your personal data from?

Each subscribing Local Authority sends though a subset of their Revenues and Benefits data to LoCTA
Hub and/or LoCTA GO via secure channels. This in turn is imported into the LoCTA Hub and/or
LoCTA GO database(s) so that Local Authority users can query it for tracing via the website
application. For this data, LoCTA Ltd acts as the Data Processor.

As part of our service to Local Authorities to support their tracing service requirements, it is
necessary for LoCTA Ltd to buy in and process datasets from third parties that contain personal
information to enable Local Authorities to manage and deliver a wide range of services and
responsibilities within their communities. The datasets that we provide and process for this purpose
are the Voters Roll, the National Telephone Directory, and Halo Deceased. We process this data in
compliance with GDPR and act as the Data Controllers for this data we collect about you.

We do not access or utilise any of the data ourselves; it is solely for our clients’ use.

Who do we share your personal information with?

LoCTA Hub/LoCTA GO Users
We do not share Client or User information with any third parties.

Both the LoCTA Hub and LoCTA GO applications, and their databases are accessed only by Local
Authorities, and approved County Council employees for the purpose of preventing and tackling
fraud and error.

Except as otherwise described in this statement, personal information you provide on the site(s) will
not be shared outside of LoCTA Ltd. and its controlled subsidiaries and partners without your
permission.

LoCTA Hub/LoCTA GO Data Subjects

Where your personal data is used in the LoCTA Hub and/or LoCTA GO application, whether because
it is provided by our Local Authority clients, or because we have purchased this data from third
parties to supplement the LoCTA Hub and/or LoCTA GO application, your data will be shared with
our clients as Local Authority users. It is only used by Local Authorities to facilitate the fulfilment of
their obligations as a government body.

General Sharing

Service providers

As with most organisations, we use service providers to help us deliver our services and keep your
data secure. We may provide your information to third parties who help us use it for the purposes
described in ‘What we use your Personal Data for?’. We use the following categories of service
providers: cloud providers for both storage and data maintenance such as our CRM system, email
communication providers, . These service providers will not be allowed to use your information for
their own purposes.

Business transfers
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If we sell our business to a third party, or go through a corporate reorganisation, we will transfer
personal data to the company that acquires the business.

Regulators and law enforcement

Personal data may be shared with government authorities and/or law enforcement officials if
required for the purposes above, if required by law, or if required for the legal protection of our
legitimate interests in compliance with applicable laws.

What are our legal grounds for using your personal information?

Under the UK GDPR, data protection principles set out the main responsibilities for organisations
and the need to identify a lawful basis before processing personal data. What do we mean by ‘lawful
basis’:

e Consent — You have given us your consent to process your personal data for the specific
purpose we have explained to you. You have the right to withdraw your consent at any time.
To do so please contact us or the Data Protection Officer via the details supplied below.

e Contract — We need to use your data to fulfil a contract you have with us. Alternatively, it’s
necessary to use your data because we have asked you to, or you have taken yourself,
specific steps before entering that contract.

e Legal Obligation — We need to use your data to comply with the law.

e Vital Interests — Processing your data is necessary to protect your vital interests or of
another person. For example, to prevent you from serious physical harm.

e Public Task — Using your data is necessary for the performance of a task carried out in the
public interest, or because it is covered by a task set out in law, for example, for a statutory
function.

e Legitimate Interests — Processing your data is necessary to support a legitimate interest we
or another party has, only where this is not outweighed by your own interests.

Processing Client and User data for our services

Where we process your personal information as a client or a client user, we do so on the basis of
either your consent, where your consent is needed, or on our legitimate interests of offering you a
service.

Where we process any of your personal data to manage communications with you, complaints,
feedback, or any other client service needs, this is also on the basis of our legitimate interest of
ensuring that we meet expectations with respect to the service we offer you.

Processing data subject data in LoCTA Hub/LoCTA GO

Where we purchase data subject personal information from third parties, we purchase the data on
the grounds of legitimate interests in expanding the data set available in our services which are used
by our Local Authority clients. Where we share your data with our Local Authority clients, we
process your personal information on the same grounds.

The legitimate interests we are typically pursuing when providing services to our clients are:

Legitimate Interest Explanation
Helping prevent and detect | We provide identity, anti-fraud and anti-money laundering services
crime and fraud; anti- to help our clients meet legal and regulatory obligations, and to the
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money laundering; and benefit of individuals to support identity verification and support of
identity verification the detection and prevention of fraud and money-laundering.
Supporting tracing and We provide services that support tracing and collections where
collections there is a legitimate interest in the client conducting activity to find
its customer and to recover the debt, or to reunite, or confirm an
asset is connected with, the right person.

Queries; legal and regulatory purposes

We may use your personal data for legal and regulatory purposes. For example, this might include
responding to complaints or enquiries from you or a regulator about how we have used your
personal data.

Examples:

- If you object to us processing your personal data, we will need to use your personal data to
assess your request. To do this, we rely on our legitimate interests of responding to and
managing your request.

- If you make a complaint about us to regulators, they will normally ask us to investigate your
case. This will involve accessing your personal data in the course of that investigation. We
may therefore process your personal data in compliance with a legal obligation, or on our
legitimate interests of complying with an investigation or request from an authority.

- Similarly, if you start court proceedings against us, we will normally need to review how we
have used your personal data in order to defend ourselves against your claim. In such cases,
we have a legitimate interest in processing your personal information to manage any legal
claims.

Location of data and Overseas Transfers

We may transfer your data outside the UK where we work with third party service providers who
assist us in managing personal data, and where they are based outside the UK. However, where
possible we request for data to be maintain in servers within the UK.

However, some of our engagements with third parties may involve a transfer of your personal data
outside the UK, and this section explains the impact of these international transfers and how your
information is protected.

Some transfers may be to countries that have been deemed to provide an adequate level of
protection for personal data. This is known as Adequacy, and will be relied on where possible.

Where personal data is transferred outside the UK to countries deemed not to have adequate
privacy protection, we use specific approved contracts which give personal data the same
protection. This includes enhanced contractual agreements like the EU Standard Contractual
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Clauses, UK International Data Transfer Addendum, and UK International Data Transfer Agreement
(IDTA).

For more information on the data transfer mechanisms we rely on, please contact us. You can find
these contractual mechanisms here and here.

[s the personal data used to make automated decisions about you or to profile
you?
No

Security

Taking into account the state of the art, the costs of implementation and the nature, scope, context
and purposes of Processing as well as the risk of varying likelihood and severity for the rights and
freedoms of individuals, we agree to implement appropriate technical and organisational measures
in relation to the Transferred Personal Data to ensure a level of security appropriate to that risk in
accordance with Data Protection Laws.

LoCTA Ltd. is committed to protecting the security of your personal information. We use a variety of
security technologies and procedures to help protect your personal information from unauthorized
access, use, or disclosure.

Retention period
Our Data Retention policy adheres to strict controls.

Contractual requirements between LoCTA Ltd and each Local Authority Data Controller client
mandates that the data sets are refreshed weekly. There are policies in place to manage this. All
data files received are securely shredded at 28 days, and backups held for a further 28 days.

Voters Roll data is refreshed monthly with a completely new file received from the external third
party. Files are retained for a period of 2 months before deletion.

National Telephone Directory is a dataset that is on a per query basis. We do not retain the
database, only query it for singular records as required. These records are not retained after viewing
by our client’s User.

Halo Deceased data is refreshed monthly with a completely new file received from the external third
party. Files are retained for a period of 2 months before deletion.

What are my rights?
Under data protection legislation, in certain circumstances, you have the following rights over the
processing of your personal information as described in this notice:

e Right to object to the processing of your personal information.

e Right to request access of your personal information.

e Right to request to be informed about how your personal information is used.
e Right to request rectification of your personal information.
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e Right to request erasure of your personal information.

e Right to request that the processing of your personal information is restricted.

e Right to make a portability request of your personal information, under certain
circumstances.

e Right not to be subject to automated decision-making or profiling that has negative effects
for you.

If you would like to exercise any of your rights, please contact us at: privacy@Iocta.co.uk

Complaints

If you are unhappy with any aspect of this privacy notice, or how your personal data is being
processed, please contact us.

If you are still not happy, you have the right to lodge a complaint with the Information
Commissioner’s Office (ICO):

By post: Information Commissioner’s Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SKg 5AF

https://ico.org.uk/global/contact-us/

Third Party Websites

Credit reference agencies (CRAs), in conjunction with the ICO and major financial services trade
associations, developed a common form of privacy notice that the financial services industry had to
incorporate within their privacy policies in order for data sharing to continue. We have provided
some links below to the relevant bodies we may associate with, in order for you to gather
information about how they process your personal data.

TransUnion (CRA) within LoCTA Hub

The notice developed by TransUnion is called the TransUnion Bureau Privacy Notice, and the
adoption of this will ensure that the financial services industry delivers standardised, clear and
consistent information to consumers to explain how they use and share personal information, the
type of information they hold, where it comes from and the legalities of how it is handled.

The notice can be found at the following address:

TransUnion Bureau Privacy Notice | An Information & Insights Company

Equifax (CRA) within the LoCTA Hub

PrivacyPage-Statement
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Cookies

We use cookies on our Sites to ensure the integrity of the registration process and to personalize the
Sites. A cookie is a small text file that is placed on your hard disk by a Web page server. Cookies
cannot be used to run programs or deliver viruses to your computer. Cookies are uniquely assigned
to you and can only be read by a Web server in the domain that issued the cookie to you.

One of the primary purposes of cookies is to provide a convenience feature to save you time. For
example, if you personalize a web page, or navigate within a site, a cookie helps the site to recall
your specific information on subsequent visits. This simplifies the process of delivering relevant
content, eases site navigation, and so on. When you return to the Web site, the information you
previously provided can be retrieved, so you can easily use the site's features that you customized.

You have the ability to accept or decline cookies. Most Web browsers automatically accept cookies,
but you can usually modify your browser setting to decline cookies if you prefer. If you choose to
decline cookies, you may not be able to fully experience the interactive features of this or other Web
sites you visit.

Cookies used:

Cookie Purpose

FedAuth Created on user log in, it retains your identifier
for the server.

__RequestVerificationToken We post back forms on every page, be it for

login, searches, filters... this is a security token
so that only the Locta Ul can perform these
searches.

Data Protection Officer
The contact details for our Data Protection Officer are as follows:

By post: DataCo International UK Limited
Suite 1, 7th Floor, 50 Broadway
London, United Kingdom

SW1H OBL
By email: privacy@dataguard.co.uk
By phone: +442035146557

Changes to our privacy notice

We reserve the right to update this privacy notice at any time, and we may provide a new privacy
notice when we make any substantial updates. Please view this notice from time to time and where
you need information on how your personal information is processed.
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